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Abstract 
A feasibility analysis has been performed to study the ap-
plicability of privacy attributes with a developed wellness in-
formation model. Information privacy concerns specifically
access to individually identifiable personal information and 
one’s ability to control information about oneself. We carried 
out a user scenario walk-through of the privacy attributes 
related to the wellness components.  The walk-through showed
a need to relate self-regulating privacy policies to the perva-
sive context so that during various trust-building processes, a
person is aware and can control the use, disclosure and even 
secondary use of his personal, private wellness information. 
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Introduction  
A feasibility study is an important phase in the development of 
models and services. The ultimate goal of a feasibility study is 
to outline and clarify the things and factors connected to de-
veloped models and solutions [1]. This kind of study collects
information and evidence on the feasibility of research results 
before the results are actually implemented in practice. Thus, 
the feasibility study provides the proof-of-the concept, infor-
mation for further planning and refinement and it forms the 
framework for further system development project and for 
further studies.
The phases in our preliminary feasibility study were planned 
following the GEP-HI evaluation guideline [2]: preliminary 
study planning with the purpose to outline and analyze the 
attributes and factors of interest of the wellness information 
model with related privacy concepts; study implementation 
planning to select the analysis criteria and methods; execution 
of the study, and reporting of the complete study following the 
STARE-HI guideline [3]. This paper presents a short summary 
of the proof-of-concept phase of our feasibility study.  
Materials and Methods
The model and privacy attributes 
The wellness information model aims at covering the essential 
aspects of personal wellness information. Major components 
of the model are:  Emotional and mental wellness, occupation-
al wellness, environmental factors, social networks, lifestyle 
aspects, physiological information, and health care service 
(Figure 1). The components are further divided into concept 
classes and sub concepts. 
The wellness information model has been developed in a 4-
year research project1 with literature analyses and empirical 
research [4-6]. The interesting components of our feasibility 
study are: Health care services provision, lifestyle, social net-
works, and emotional and mental wellness. These were select-
ed to be objects in our analysis because they summarize well 
the aspects of the holistic health and wellness. Many wellness 
models in the literature remain at very high-level and tradi-
tional health care related models or ontologies focus on specif-
ic diseases or medical conditions and do not consider the ho-
listic view of wellness and health [7-11]. Today issues of life-
style and social networks are more and more important for 
persons in their wellness management and control [12-13]. 
Also in our empirical focus groups, the social networks and 
lifestyle aspects were emphasized by the participating persons
[4-5]. 
Figure 1- Major components of the personal wellness model
Information privacy has become a very important issue with 
the growth of ubiquitous computing which allows many op-
tions for collecting and using personal information. Also, the 
global and open nature of the Internet enables easy collection, 
storage and utilization of personal information [14]. In health 
care environment, information privacy is especially important 
as personal health information is confidential and should be 
protected from un-authorized use, access, and disclosure. Pri-
vacy concerns rise from the growing interest for reuse and for 
secondary use of personal information for other purposes; it
was originally collected in modern dynamic environments [14-
17].
Privacy refers to person’s ability to control the collection, use 
and dissemination of one’s personal information [15]. Westin
[17] sees the communication aspect important in privacy by 
emphasizing privacy as the claim of individuals, groups, and 
institutions to determine for themselves when, how, and to 
1 Trusted eHealth and eWelfare Information Space (THEWS) 
MEDINFO 2013
C.U. Lehmann et al. (Eds.)
© 2013 IMIA and IOS Press.
This article is published online with Open Access by IOS Press and distributed under the terms
of the Creative Commons Attribution Non-Commercial License.
doi:10.3233/978-1-61499-289-9-219
219
what extent information about them is communicated to oth-
ers. Personal information is always related to the social context
where the privacy issues are raised and challenged [18-19]. 
The socio-technical aspect of privacy means that the users 
should be aware of the type of information collected, ex-
changed and processed in order to be able to make choices
regarding who, why, and where his/her personal information 
can be used. 
Privacy is a personal and situation depending concept. There-
fore, “good/bad privacy” seems to be just a qualitative opin-
ion.  A better approach is to measure the privacy level or at-
tributes. Privacy metrics can be used to assess the degree to 
which a particular ubiquitous application complies with priva-
cy requirements. Metrics suggested in [20] provide options: no 
control (0), control over disclosure of one kind of information
(1), control over two kinds of information (2), and control over
all three kinds of information (3). The types of information 
covered by this metrics are contents, location, and identity.
Trust is an interrelated variable to information privacy; trust is 
mediating between information privacy and willingness to 
disclose private information [14]. In a contextual situation, 
trust and needed level of privacy are interrelated and increased 
level of trustworthiness reduces the need for privacy [21-22].
In relation to the wellness concepts, we defined the privacy 
attributes for each concept in Table 1. The attributes are based 
partly on our empirical research [4-6] and partly on the per-
formed recent literature search which covered electronic litera-
ture databases with keywords: privacy, personal wellness, and
pervasive health. We identified attributes which are further 
studied in this feasibility analysis with the specific focus on the 
personal wellness information [21-22]. The motivation was to 
have a deeper understanding on privacy. Earlier research has 
been much focused on types of privacy information, on priva-
cy metrics, and policies; privacy attributes have so far been not 
much discussed [14-17].
Table 1 - Privacy attributes of the selected wellness compo-
nents
Wellness model com-
ponent
Privacy attributes
Health care Context, capability, competence, 
reliability, benefit, benevolence, 
confidence
Lifestyle Context, confidence, reliability,
benefit, value
Social networks Context, confidence, reliability, 
benefit, value
Emotional and mental 
wellness
Context, confidence, reliability, 
benefit, value
The meanings of the attributes come from IT literature. Con-
text refers to type or domain of the research, to the phenomena 
that exist in the environment, time (when), location (where), 
occupation (who), culture (with whom), and rationale (why)
[23]. Capability refers to the ability of the information entity to 
show the attribute values, competence presents the level of 
privacy demonstration, and reliability describes how reliable 
information or source is considered by a person. Benefit pre-
sents the privacy benefits and confidence describes how confi-
dent the user is with information. Benevolence is the extent to 
which an individual is perceived to have good intention toward 
others without profit motive [24]. Value presents how valuable 
privacy is considered by a person in action or activity.
The framework and analysis method 
The theoretical framework for our study is the design science 
intent of IT with the focus on conceptualization and represen-
tation of real problems and on implementation and evaluation 
of solutions using appropriate criteria [25-26]. Design science 
attempts to create things that serve human purposes and its 
products are assessed against criteria of value or utility - does 
it work? Is it an improvement?
In our research, we have aimed to produce as outputs concepts 
and a model. The personal wellness model identifies relevant 
concepts and thus presents a vocabulary of personal wellness.
Following from the framework, our analysis questions are: 
Are the created wellness concepts better than the old ones, i.e. 
those presented in previous research and literature? Does our 
wellness model give a feasible classification for concepts and 
does it relate the privacy attributes to the concepts? Do these 
attributes cover the required privacy needs? Does the wellness 
model contribute to having a better understanding of personal 
wellness, its contents and limits?
The first step in our feasibility analysis was to analyze the 
concepts. The method for concept development was an analy-
sis of earlier published research. We searched for published 
articles with keywords personal health, pervasive health, well-
ness, welfare, and information model [4-6]. The second step 
was to analyze the developed conceptual model with related 
privacy attributes. The method applied in this analysis was an 
empirical user scenario walk-through to study the feasibility of 
the related privacy attributes. 
Results
The conceptual analysis has been performed and reported in 
detail in [5]. The results show that the concepts in our wellness 
model describe the personal wellness domain in more detail 
than models presented in the literature do. We have presented 
more concepts, relationships and properties in the model than 
the earlier general models did. The focus in our model is 
broader as we address the wellness from the information sys-
tems science perspective with the purpose to present a model 
that enables implementation [5].
For the second step, we developed a user scenario to walk 
through the selected model components in order to analyze the 
privacy attributes related to these wellness components. The 
scenario with privacy attributes is presented in Table 2. The 
privacy attributes with the components originate both from 
non-regulated and regulated contexts and privacy and trust in 
the non-regulated context are not ensured. However, the per-
sonal value of the attributes is high and they are considered 
highly beneficial. This gives a mixed situation between regu-
lated and non-regulated contexts for personal wellness infor-
mation. The person involved in pervasive wellness environ-
ment wants to be aware and wants to control his/her personal 
information, its use, access and disclose, and he/she would 
need ensured means to achieve this. 
In our analysis, we walked through all the four selected well-
ness information model components. As an example, a more 
detailed analysis of the privacy attributes of the lifestyle com-
ponent scenario is presented in Table 3. As privacy specifical-
ly concerns one’s ability to control information about oneself,
we have studied the privacy attributes in the walk-through 
from this ability-to-control perspective.
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Table 2 – User scenario with components and related privacy
attributes – A person, 50-year old healthy, employed man, 
diagnosed as diabetes mellitus type 2 (DM T2)
Mod-
el 
com-
po-
nent
Activity / Action Privacy attributes
Attrib-
ute
Contents
Healt
h
care
Receives treat-
ment, medication 
and guidance for 
home care of  DM 
T2
Context regulated 
Capabil-
ity
capable to pro-
vide privacy and 
trust
Compe-
tence
assumed to be 
high
Reliabil-
ity
organization-
based trust
Benefit high personal 
benefit
Benevo-
lence
good intention 
Confi-
dence
required proce-
dures, standards 
and safeguards
have been im-
plemented
Life-
style
Starts to improve
his lifestyle, uses 
a personal well-
ness diary system
in PC
Context non-regulated
Confi-
dence
reputation-based
Reliabil-
ity
past history-
based
Benefit high personal 
benefit
Value high personal 
value
So-
cial 
net-
work
s
Searches for peer-
support in the 
Internet, and for 
information on 
DM T2
Context non-regulated
Confi-
dence
reputation-based
Reliabil-
ity
past history-
based
Benefit personal benefit 
considered high
Value personal value 
considered high
Emo-
tional 
and 
men-
tal 
well-
ness 
Searches for re-
covery from de-
pressed moods 
and support for 
higher spirits
Context non-regulated
Confi-
dence
reputation-based
Reliabil-
ity
past history-
based
Benefit personal benefit 
considered high
Value personal value 
considered high
The walk-through clearly shows that in the pervasive context,
it is difficult for a person to know what the actual privacy sta-
tus of the service or the service provider is, especially when 
the provider is a non-regulated one such as lifestyle or social 
networks. The walk-through also shows that the person does 
not have trust on privacy of the non-regulated information and 
its reliability is not controlled by the person.
Table 3 –Details of the lifestyle component walk-through
User actions Privacy attribute – one’s ability to con-
trol
Person 
searches for 
information 
on DM T2,
on medica-
tion and 
treatment, on 
healthy life
style, on peer 
support in the 
Internet 
Context – Internet, non-regulated – ability 
to control: only with certified sites which 
provide trust, other sites: no control
Confidence – certificates provide some
confidence, otherwise: confidence does not 
exist
Reliability – certified sites are considered 
somewhat reliable, otherwise reliability 
does not exist
Benefit – benefit is considered high, con-
trolled by a person
Value – Information value is high, very 
meaningful for the person, the value is de-
termined and controlled by the person
Person starts 
a healthy diet 
and docu-
ments his 
eating and 
blood sugar 
levels in his 
own wellness 
diary in a PC
Context – non-regulated, control by the 
person (what to document, where to docu-
men, when to document)
Confidence – the person may /or may not 
be confident (depending on his abilities and 
on the security status of his/her PC)
Reliability – PC reliability is controlled
normally by PC security service provider,
sometimes by a person, blood glucose me-
ter reliability is not controlled by a person
Benefit – benefit is considered high, con-
trolled by a person
Value – high value for the person’s DM 
management and healthy lifestyle
Person stores 
the data he 
receives from 
a doctor into 
his notebook 
(diagnosis, 
medication, 
treatment 
guidelines)
for his per-
sonal use
Context – data is coming from regulated 
context, stored in non-regulated context, 
person controls (what, where) 
Confidence – the person may /or may not 
be confident (depending on his abilities and 
on the security status of his/her notebook)
Reliability – data is considered reliable, 
high trust by the person (data is transferred 
from an organizational trusted source)
Benefit – benefit is considered high, con-
trolled by a person
Value – high value, important for home 
care, for DM management and healthy life-
style
Our analysis shows that when information is transferred from 
regulated source to non-regulated source, the information is 
considered to be reliable when the person trusts that the re-
quired procedures, standards, and safeguards have been im-
plemented for data security and privacy management. Howev-
er, after the data is transferred, the original data security and 
privacy policies and values of privacy attributes are no longer
valid. The same situation concerns certified Internet sites;
when a person receives the third party certificate, he/she has
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high trust and confidence on the reliability of the site. When a
person is accessing lifestyle information from non-certified 
sites, there is no trust on the privacy and no reliability on the 
information source.  
Discussion 
To achieve good privacy status, the non-regulated and regulat-
ed domains need to be integrated in such way that the person 
having health and wellness services is always aware and can 
control the privacy status of the services he/she uses. The per-
son wants to be confident, to have trust on the privacy of 
his/her wellness information in all situations. For this purpose,
we need to develop special privacy services for non-regulated 
environment that can be integrated with the regulated service 
access and disclose [23-24].These special services enable us-
ers to monitor privacy attributes, to connect metrics to them,
and to measure the degree to which the users have control over 
their private information.
This research suggests incorporating trust-building measures
to the non-regulated context. Examples of trust-building 
measures are third party certificates, branding, owner disclo-
sure which means explicitly presenting the ownership or the 
sponsorship of the context, self-regulating policies that expli-
cate the rules and guiding principles of the context, and source 
disclosure that identifies the source of information presented
[24]. With pervasive health, the self-regulating policies are the 
most essential, other measures are more applicable to health 
information websites.  A self-regulating policy means that for 
each concept in the wellness information model, the privacy 
attributes are defined. In all cases, when the concept is ac-
cessed, stored, processed, or transferred, the privacy attribute 
values are activated and made known, controllable and meas-
urable. 
This is a process-driven approach for a dynamic, context-
sensitive ubiquitous environment as the trust-building measure
is always related to the trust-building processes [24] such as 
calculative, predictive, intentionality, capability, and transfer-
ence processes. For personal wellness information, important 
and essential processes would be the predictive, intentionality, 
capability and transference processes.  Predictive trust build-
ing in pervasive health means reputation-based trust-building; 
a person can build trust if he/she knows about the past behav-
ior of the pervasive service. Intentionality, process would 
mean that trust can be developed if we have perceptions on the 
intensions of the service or service provider. Capability based 
trust building requires that a person is able to evaluate the abil-
ity of the service or service provider to deliver the service. 
Finally, the transference process refers to a situation when 
information is transferred from a regulated context to the non-
regulated pervasive health context. 
With all these processes, the self-regulating policies are need-
ed to explicate the rules and guiding principles in the context. 
With our wellness information model, self-regulating policies 
mean that we define the privacy attributes for each concept of 
the components and connect privacy measure to the attribute.
Management of personal information privacy is important as 
many studies [11, 14-17] indicate that privacy is a top reason 
for citizens’ reluctance to adopt personal health and wellness 
systems. Privacy is also the driver for non-regulated health 
service business model. Many of the existing personal health 
systems do not cover privacy and security regulations for 
health information or services. For citizens, this means low 
trustworthiness that their data and information are properly 
protected. A recent study [27] shows that personal dispositions 
should be taken into consideration when examining privacy 
concerns and behavioral intentions to disclose health infor-
mation online or in pervasive environment. This opens new 
and interesting paths for the future research, e.g. study of per-
sonalized privacy measures and processes to support personal-
ly each individual in pervasive environment. 
Conclusions
Our feasibility analysis questions were: Does our wellness 
model relate the privacy attributes to the concepts? Do these 
attributes cover the required privacy needs? This is an addi-
tional request to the previous models presented in the litera-
ture. Our developed wellness model represents essential con-
cepts and gives a structure to the presentation. The model can 
be used to build instantiations. If the model helps both the user 
and the developer to better understand the problem at hand, or 
to develop better instantiations based on better understanding, 
the model gives more possibilities than the earlier ones. How-
ever, the problem in the model is the mix of regulated and 
non-regulated information access, use and disclose. The cur-
rently regulated privacy regulations do not support this kind of 
pervasive health and wellness information environment [21].
We have analyzed the status of the privacy attributes with a 
restricted scenario walk-through and have found that the at-
tributes presented help a person to be aware of, to control and 
to measure the privacy of his/her personal wellness infor-
mation. The attributes emphasize the dynamic characteristics 
of the wellness information model in the pervasive health envi-
ronment. However, in the non-regulated environment, we need 
technical solutions on how these attributes are managed and 
made known, available, and controllable.
Our research has shown that trust-building processes are need-
ed to ensure the trust development. Information privacy is not 
yet properly managed in non-regulated environments and 
many challenges are offered by the personal health systems 
which often integrate data from regulated and non-regulated 
sources. These systems may be very beneficial for citizens and 
therefore privacy and trust concerns are essential and require 
solutions. This research has presented an approach for defini-
tion and management of privacy attributes with personal in-
formation models. Though this is a restricted study, we have 
provided contribution to information privacy research in two 
important aspects: applying design science approach and ap-
proaching the privacy attributes from the users’ perspective. 
These issues have not been included in most information pri-
vacy research as Belanger and Crossler [15] found in their 
extensive information privacy research review. These findings 
call for further research to study all potential approaches and 
to find innovative, feasible and implementable solutions for 
information privacy in pervasive health.
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